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DOP AIMS TO REDEFINE PARADIGMS BY ENABLING USER-OWNED DATA, EMPOWERING USERS TO
SELECTIVELY DISCLOSE THEIR ON-CHAIN ACTIVITIES. LEVERAGING ZK-SNARKS AND ECDSA, WE
EMPOWER USERS TO PRECISELY CURATE THE INFORMATION THEY WISH TO SHARE REGARDING THEIR
ASSET HOLDINGS AND TRANSACTIONS, ALL WHILE MAINTAINING SEAMLESS INTEROPERABILITY WITH
THE ETHEREUM DAPPS AND LIQUIDITY.

DISCLAIMER
Notice of risks and disclaimer for future token purchasers:
The core team, inclusive of its affiliates and representatives, hereby provides notice that any
funds, considerations,contributions, income, payment, or other financial benefits derived from the
sale of DOP tokens, whether from a private sale,public sale, or any other means ("received
funds"), may be utilized at the absolute discretion of the core team without any restriction
For clarity, this includes, but is not limited to, the use of received funds for
nonbusiness-related endeavors. No representation, warranty, or assurance is made by the core team
regarding the specific allocation or utilization of the received funds for any particular purpose,
including any business-related objectives. Any party purchasing DOP tokens acknowledges and agrees
that the core team reserves full discretion over the usage of the received funds. Such purchasers
expressly waive and relinquish any right to raise claims against the core team, its
representatives, shareholders, directors,employees, service providers, affiliates, and any related
parties concerning the allocation or utilization of the received funds.
Due to the volatile nature of the digital currencies market in general, and the extremely high
risk associated with newly issued tokens in particular, the core team cannot guarantee the value
of the DOP tokens or that the dop tokens will maintain its value or accrue any value at any time
in the future. By purchasing dop tokens, purchasers are aware and agree that the value of the dop
tokens held by them may be depreciated to zero, and in such event the token holders will lose the
funds in which they purchased the DOP tokens completely and irreversibly. Any risk of fluctuation
or reduction in price shall be borne solely by the future purchasers of DOP tokens.
The core team is not responsible for sustained losses due to vulnerability or any kind of failure,
abnormal behavior of software (e.g., wallet, smart contract), blockchains, or any other features
of the DOP tokens. The core team is not responsible for sustained losses due to late reports by
developers or representatives (or no report at all) of any issues with the blockchain supporting
the DOP tokens including forks, technical node issues or any other issues having fund losses as a
result. To the fullest extent provided by law, the core team hereby disclaims all warranties of
any kind, whether express or implied, statutory, or otherwise, including but not limited to any
warranties of merchantability, fitness for a particular purpose, title, current or future value and
non-infringement as to the DOP tokens and/or any application thereof.
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INTRODUCTION

THE PROBLEM:
In Web3 and blockchain-based systems, user data like account balances, transactions, and
on-chain activity are fully transparent and public by default. While this transparency
enables censorship resistance and auditability, it comes at the cost of user privacy.
This status quo leaves everyday users with an all-or-nothing choice when interacting on
blockchains - either fully expose all your data publicly, or don't participate at all.
There are many situations where users may desire more nuance and control over what
information they share and what remains private.

OUR SOLUTION:
Our platform introduces the concept of user-controlled selective disclosure of on-chain
data. Users can choose to selectively disclose certain account information and
transaction details, while keeping other data points private
For example, a user could showcase their NFT publicly to build their brand, while
keeping their account balances or transaction patterns concealed. Or only share
transaction data with certain approved counterparties, while keeping it hidden from the
general public.
By empowering users with control and flexibility over their data exposure, we enable
wider mainstream blockchain adoption by those who value their financial privacy. At the
same time, we provide tools to blacklist illicit activity, maintaining accountability
and ethical standards.
Our platform, built as a protocol on top of Ethereum, enables this new paradigm of
selective transparency. Users can transact freely with the selectivity and control they
desire over their data and visibility.
Additionally, our platform allows users to securely interact with decentralized
applications on the Ethereum blockchain, an interoperability that provides an enhanced
user experience.

ENSURING ETHICAL STANDARDS
DOP aims to take an adaptive and decentralized approach to upholding ethical standards
on the platform. Rather than a centralized team making unilateral decisions, we will
empower the community to self-govern protections against illicit activity.
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The DOP Decentralized Autonomous Organization (DAO) will nominate and elect a rotating
committee of node operators to monitor the platform for risks. This committee will be
responsible for maintaining a shared blacklist of prohibited wallets.
To submit evidence, users and outside entities can flag concerning activity through
established proposal channels in the DAO. The committee reviews submissions, conducts
further investigation if needed, and decides on appropriate actions.
To incentivize diligent risk monitoring, the elected committee members will receive
compensation in DOP tokens for their efforts based on metrics like proposals reviewed,
investigations done, and accounts blacklisted.
The DAO can tune the parameters around committee incentives, term limits, and voting
thresholds required for blacklisting. This governance by token holders keeps the process
decentralized and aligned with community values.
With this crowd-sourced, decentralized approach to platform oversight, DOP can adapt to
emerging threats without centralized points of failure. The solutions will evolve
according to the collective wisdom of the community.
DOP will also implement stringent controls identifying illicit transactions and
preventing abuse. Integrated third-party tools will provide real-time threat detection
capabilities and allow DOP to prevent dirty funds from entering our ecosystem -
upholding selective transparency's promise without compromising accountability.
Additionally, DOP will use Zero-knowledge KYC to verify user identity without revealing
personal details, upholding privacy.
All these capabilities protect users while still enabling them to disclose selectively.

KEY FEATURES
The DOP protocol will initially support ERC20. ERC721, and ERC1155 token standards will
be supported in the future.
This allows users to selectively disclose their token holdings and transaction histories
across major asset types. For example, users can choose to only share the symbols of
tokens they own without revealing balances or transaction details.
They can also selectively showcase partial holdings, like sharing they own over 2 ETH
without disclosing the full amount. While users have granular control, the system
maintains accountability - false information cannot be shared and any partial
disclosures will be transparently verifiable on DOPscan (DOP’s protocol explorer). This
blend of flexibility and trust enables DOP to unlock new utility for tokenized assets
while empowering users to control their exposure.
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INTERACTION WITH DECENTRALIZED APPLICATIONS ON ETHEREUM
In addition to data ownership, DOP allows users to securely interact with decentralized
applications on the Ethereum blockchain. DOP’s interoperability with Ethereum’s dApps
allows Users to leverage their tokens and NFTs within popular DeFi protocols, DEXs,
prediction markets, and more. Transactions initiated on Ethereum dApps through DOP then
benefit from DOP's privacy features like selective disclosure. This interoperability
unlocks the full power of Ethereum's vibrant ecosystem for DOP users, while still giving
them control over their exposure.

INTERNAL ECOSYSTEM
In addition to external ecosystem integrations, DOP aims to spur development dApps
natively within its internal ecosystem. Developers can harness DOP’s features to build
decentralized exchanges, NFT marketplaces, prediction markets, liquidity pools, and more
with user-controlled selective disclosure baked in. Everything from swaps to auctions
could leverage DOP’s features. An entire self-contained DeFi ecosystem could emerge,
aligning with DOP’s ethos of data ownership.

THIRD-PARTY WALLET INTEGRATION
A key design priority for DOP is ensuring seamless integration with the diverse
ecosystem of third-party wallets in the blockchain space. We recognize that users have
come to rely on and prefer certain wallets based on their specific needs and preferences.
Rather than limiting users to a proprietary wallet, DOP will provide open APIs and
libraries to enable compatibility with a wide range of external wallets.

This universal compatibility brings several benefits:
Flexibility - Users can utilize their wallet of choice to interact with DOP and
manage their assets, rather than being restricted to a single option.
Familiarity - Integration with existing popular wallets provides a familiar user
experience and abstracts away blockchain complexities.
Accessibility - Users can access DOP's features using wallets they already have
configured and understand how to use.
User Experience - Wallets have tailored UX for various use cases that users rely
on. Compatibility maintains these specialized experiences.
Future Proofing - As new wallets emerge, we can expand compatibility to meet user
needs. Our platform remains accessible.
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By prioritizing open architecture and wallet integrations, we remove friction for users
to access DOP's capabilities in a comfortable and flexible manner. Universal
compatibility promotes mainstream adoption by working within existing user workflows.

EMPOWERING NFT UTILITY AND CONTROL
A major focus of DOP is providing users with more granular control over their NFT
assets, unlocking new utility and customization options.
On most blockchain platforms, NFT ownership and transaction history is completely public
by default. However, some creators and collectors may prefer to selectively showcase
their NFT holdings or obscure sensitive purchase details.

DOP enables users to customize the visibility of their NFT portfolio as they see fit. For
example:

Users can publicly display their full NFT collection to attract new fans and
buyers, while keeping their account balances private.
Users may want to privately acquire coveted NFTs without revealing their purchases
and transfer records to the general public.

In essence, DOP gives individuals and organizations the flexibility to control their own
NFT narrative. The aspects of their collection they wish to exhibit can be public, while
other data remains selectively obscured or shared only with certain trusted parties.
This balance of visibility and privacy opens up new creative applications and enterprise
use cases for NFTs that are hindered in a default public-only environment. By putting
users in charge of their NFT profile, DOP unlocks utility and value.

SECURE AND FLEXIBLE TOKEN UTILITIES
At its foundation, DOP provides users with robust utilities for managing token assets in
a secure and flexible manner. DOP accounts utilize cutting-edge cryptography to enable
private, secure storage of tokens and coin balances where users maintain sole control of
keys.
The combination of off-chain transactions and zero-knowledge proofs allows for private,
near-instant transfers of tokens between DOP accounts. DOP is blockchain agnostic,
designed for compatibility with tokens from Ethereum such as: PEPE, LINK, APE, COMP,
CHZ, USDT, USDC, SHIB and more.
Users can control precisely which token holdings they wish to publicly disclose versus
keep private through selective visibility.
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By providing a robust base layer for token storage and transactions with additional
privacy controls, DOP empowers users to securely manage digital assets in a flexible
manner tailored to their preferences and profile.

TECHNICAL ARCHITECTURE
At its core, DOP leverages several key cryptographic techniques to enable data ownership
on Ethereum:

WHAT IS DOP?
The goal of the protocol is to ensure user data ownership.
Removing outside intervention.
Keeping certain internal data hidden.
Making use of data encryption to hide data.
Internal accounts are utilized to further bolster privacy.
All ECDSA hashes are made using the private key of the Internal Accounts.

WHAT IS ECDSA HASHING?
ECDSA stands for Elliptic Curve Digital Signature Algorithm. It is a cryptographic
algorithm used for creating digital signatures, which are used to verify the
authenticity and integrity of digital data. ECDSA is based on the mathematics of
elliptic curves over finite fields.
It involves the following three steps:

Key Generation: ECDSA requires a pair of public and private keys. A private
key is a random hash while a public key is derived from the former using
elliptic curve mathematics.
Signature: The users sign the data through their private key via ECDSA and
generates a unique hash for that data.
Verification: The hashed data is verified through the signer’s public key. If
the data is verified it means it was created by the signer.

HOW ECDSA HASHING IS USED IN DOP?
User creates an internal account.
Whenever a user encrypts / transfers / decrypts their assets through DOP, they
have to generate signed data with their internal account’s private key.
Then the data is verified in the smart contracts through ECDSA algorithm.
The transaction will be executed only if the signature is verified and unique.
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WHAT ARE ZK-SNARKS?
Zero-Knowledge Succinct Non-Interactive Argument of Knowledge.
Zk Proofs are used to prove to a verifier that indeed we have all the data without
actually revealing said data.
Zk Proofs are verified using logic circuits.
Zk Proofs are generated off-chain and are then routed back to the blockchain for
verification.

HOW ZK-SNARKS ARE USED IN DOP?
By hiding the data given to us and still being able to verify its correctness we
can ensure user privacy.
All arguments of the verifier are kept hashed.

HOW INTERNAL ACCOUNTS ARE USED IN DOP?
Internal Accounts provide a single point of reference for each user.
The internal account’s private key will be used for each hash function.
The data stored in relation to each internal account will not be visible on the
blockchain (e.g. balances, transactions, etc.).

HOW IT ALL ENSURES DATA OWNERSHIP?
Hides transactions from blockchain.
Hides balances from blockchain.
Encrypted data in transactions to save the user’s assets.
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LIST OF CONTRACTS

DOP TOKENS:
ERC20 tokens used internally.
These are the protocol-backed tokens given to users whenever they deposit their
funds into the DOP platform.

DOP:
Main logic of deposit, transfer and withdraw.
On deposit, a sign is generated using ECDSA algorithm from the user's private key
and a proof is generated from the front-end.
Then proof and sign is verified by the DOP smart contract and the transaction is
validated.
On Transfer, again we generate a proof and sign from the user's wallet and make
transactions. It transfers funds from one wallet to other if the proof and sign is
verified.
After every transaction, user sign is invalidated and Users can’t reuse same sign
On Withdraw, Funds are transferred to their external wallets.
No people outside can view the assets or balances of other users.
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DOP TOKENOMICS
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DISTRIBUTION

CATEGORY EXPECTED
DISTRIBUTION
RATIO (%)

DOP TOKENS VESTING PERIOD

PRE SALE 2.00% 467,403,737 5 months cliff and
linear release over 5 months

PRIVATE SALE 28.00% 6,543,652,319 100% released at TGE

TEAM 24.60% 5,749,065,966 12 months cliff and linear
release over 24 months

LONG-TERM TREASURY FUND
(LTF)

14.00% 3,271,826,159 6 months cliff and linear
release over 24 months

ECOSYSTEM AND COMMUNITY
(SGF)

13.00% 3,038,124,291 Linear release over 36 months

MARKETING AND OPERATION 10.20% 2,383,759,059 Linear release over 36 months

ADVISORS 2.00% 467,403,737 8 months cliff and linear
release over 24 months

LAUNCHPAD 3.00% 701,105,606 100% released at TGE

TESTNET AIRDROP 1.20% 280,442,242 100% released at TGE

MAINNET AIRDROP 2.00% 467,403,737 100% released at TGE

EFFECTIVE TOTAL SUPPLY 100.00% 23,370,186,853

MINTED TOTAL SUPPLY* - 23,447,160,768

The difference between the Effective Total Supply and the Minted Total Supply is related to the testnet sale and other

adjustments, estimated at 0.33% will be burned out of the team allocation when the team tokens are unlocked.
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CATEGORIES REVIEW

PRE SALE (2.00%):
Tokens sold in an initial pre round to select seed supporters to fund operations.
Release Schedule: 5 months cliff and linear release over 5 months.

PRIVATE SALE (28.00%):
Private sale token offering open to private communities participation.
Release Schedule: 100% released at TGE.

TEAM (24.60%):
Core contributor rewards with responsible vesting supporting long-term vision and
capabilities growth.
Release Schedule: 12 months cliff and linear release over 24 months.
The difference between the Effective Total Supply and the Minted Total Supply is
related to the testnet sale and other adjustments, estimated at 0.33% will be
burned out of the team allocation when the team tokens are unlocked.

LONG-TERM TREASURY FUND (LTF) (14.00%):
Will be utilized for long-term strategic purposes, such as funding development,
supporting DOP security bounties, staking rewards, community initiatives, and
strategic partnerships.
Release Schedule: Non-spendable.

ECOSYSTEM AND COMMUNITY (SGF) (13.00%):
Incentives and support fueling third-party developers, integration efforts, and
grassroot enthusiasm spreading adoption.
Release Schedule: Linear release over 36 months.

MARKETING AND OPERATIONS (10.20%):
Resources powering coordinated awareness, education, and partnerships.
Release Schedule: Linear release over 36 months.

ADVISORS (02.00%):
Compensation to external subject matter experts providing indispensable
perspective and guidance around growth and strategy.
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Release Schedule: 8 months cliff and linear release over 24 months.

LAUNCHPAD (03.00%):
Tokens that acknowledge LaunchPad listing support and visibility.
Release Schedule: 100% released at TGE.

TESTNET AIRDROP (01.20%):
Rewards to users who participate in the testnet. These rewards are designed to
incentivize users to provide feedback and will be distributed at the end of the
testing phase.
Release Schedule:100% released at TGE.

MAINNET AIRDROP (02.00%):
Users who actively participate in the DOP mainnet on Ethereum will be rewarded
with tokens. These rewards are designed to incentivize user activity and will be
distributed based on their level of participation in the mainnet activities.
Release Schedule: 100% released at TGE.
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TOKEN RELEASE SCHEDULE
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$DOP TOKEN UTILITY

FEES PAYMENTS:
Usage of DOP’s data ownership features incurs fees payable in DOP tokens. However, to
maximize user experience, we also allow fee payment via the transacted asset directly:

Users pay 10 DOP per internal transaction.
Users pay 0.1% of the encrypted and decrypted transaction amount as native token
fees.
DOP protocol auto-converts asset fees into DOP tokens.
Of converted DOP, 75% gets permanently burned.
Remaining 25% gets distributed to DOP stakers.

This approach enhances convenience without requiring DOP balances. Fees still power
ongoing advancements - by burning majority DOP while rewarding those supporting the
network.

GOVERNANCE:
When new proposals are introduced by the community, such as adding a new feature or
changing parameters, eligible DOP holders can participate in determining the outcome
through a convenient UI dashboard.
Voting Power is calculated programmatically based on the user’s share of total DOP
supply at the time - enabling influence proportional to relative token holdings. Higher
balances confer greater say, incentivizing maximizing protocol success.

There are two primary vote types:
Upvote - Increase proposal priority or signal you support implementing the
suggested idea.
Downvote - Decrease proposal priority if you have concerns about the proposed
changes.

Votes get tallied in real time with clear visibility into trending sentiment. If over
50% favorability persists as the deadline nears, the proposal is fast-tracked for
potential approval pending final review procedures before activating submitted changes.
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CONCLUSION
DOP offers a novel solution in the blockchain space by empowering users with control
over their on-chain data exposure. Through a combination of off-chain computations,
zero-knowledge proofs, and selective visibility, DOP gives users the flexibility to
balance transparency with privacy.
For the first time, everyday cryptocurrency users can choose precisely what information
they wish to share publicly versus keep obscured. This grants individuals and
organizations new possibilities in managing their digital footprint.
By abstracting away blockchain complexities into simple, intuitive user experiences, DOP
makes data ownership accessible for mainstream audiences. The integrations with major
external wallets lower barriers to entry further by meeting users where they already
are.
Under the hood, innovations like the off-chain architecture, zero-knowledge proofs, and
custom blockchain networks provide performance, scalability and interoperability. DOP is
built for the future evolution of Web3 and metaverse ecosystems.
The DOP token serves as the native economic engine, aligning incentives around network
growth and providing governance influence to decentralize power.
With a forward-thinking protocol, DOP lays the foundation for the next generation of
privacy-preserving and user-controlled blockchain applications. As the technology
landscape continues to develop, DOP will remain on the cutting edge.
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YOUR DATA, YOUR CHOICE
www.dop.org
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